HIPAA Security Rule Final Review — Please circle the correct answer.

The goal of the HIPAA Security rule is to protect the confidentiality, integrity, and availability of
electronic PHI?

True False

Electronic Patient Health information includes:
a. Name

b. Social Security Number

c. Medical Record

d. All of the above

Selecting a password is an essential step in securing electronic PHI?
True False

Examples of ways PHI can be electronically maintained or transmitted are:
a. Computers

b. CDs

c. Medical Devices

d. All of the above

To have removable media destroyed it should be taken to the IS Help Desk for secure disposal or
to be shredded?

True False

Which of the following is a way to guard against computer viruses?
a. Do not open suspicious email or email attachments.

b. Do not change installed settings on your computer.

c. Do not install software programs on your computer.

d. All of the above

It is okay if you download a screen saver you received from your co-worker?
True False

When creating an email, PHI should never be placed in the subject line?
True False

The CHHS Information System Security Officer is:
a. Steve Piehl

b. Tom Twinem

c. Chuck Klawans

d. Denise McDowell

Failure to comply with HIPAA security rules could result in which of the following?
Corrective Action

Civil Penalties

Criminal Penalties

All of the above
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Childrens Hospital .
an Health System HIPAA Security Rule

Acknowledgement Form

| acknowledge that | read the HIPAA Security Regulations and understand my role in
making sure electronic patient health information is protected.

| agree to adhere to and follow all CHHS policies and procedures regarding the HIPAA
Security Rule regulations and | understand that any violation of these policies and
procedures could result in immediate dismissal, and possible criminal and civil
penalties.

First Name, Middle Initial, Last Name (please print) Date

Signature Date



